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Abstract. As Web services become pervasive and critical to business operations,
the task of managing Web services and implementations of the Web services architec-
ture is imperative to the success of business operations. Web services managecability is
defined as a set of capabilitics for discovering the existence, availability, health, per-
formance, and usage, as well as the control and configuration of a Web service within
the Web services architecture. In this work, we have developed an initial prototype of
the WS-Manageability specification, which illustrates how manageability functional-
ity can be seamlessly added to a collection of Web services in a totally non-invasive
manner to the services being managed. A basic manager is also included, which al-
lows pluggable manageability aspects of the managed web services to be configured.

1 Introduction

The emergence of Service-Oriented Architectures (SOA) [1] and industry commit-
ment to Web services and Grid computing [2] requires new management capabilities
in order to truly achieve the visions and goals of these initiatives. Because, both Web
services and Grid environments, leverage the loosely coupled nature of services, de-
ployed across heterogeneous platforms and ownership domains and can dynamically
discover and interact with each other during solution design or execution, the man-
ageability of such environments is more critical and challenging to the business they
support. Web s :rvices can also cross administrative domains leading to multiple as-
pects of control requiring a greater emphasis on declarative and real-time management
through the use of management policies and service level agreements. Having this
into account, we have developed an initial prototype of the WS-Managcability speci-
fication, which is able to manage resources (as Web services) remotely from a central
location to make management practical. In our prototype the underlying technology
used to manage the resources is JMX (Java Management eXtension) (3], but concep-
tually could be extended to support other management technologies such as CIM
(Common Information Model) [4] and SNMP (Simple Network Management Proto-
col) [5].

The rest of this paper is structured as follows. In the next section we provide the
main concepts of WS-Manageability specification. In the following sections we pre-
sent the architecture of our prototype developed and describe the functionality and its
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main components. Then we describe the
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future directions and the work to do. Finally,

we emphasize the contributions of our work.

2 Web Services Manageability

The

WS-Manageability specification states that Web services management concerns

are to be partitioned into "Topics". A topic covers a functional capability that supports
management of a particular problem or management domain. For example, the state
management for a manageable resource is a management topic. Defining managcabil-
ity within topics enables incremental and modular development and support of man-
ageability capabilities. The functional capability of a topic can be described, or mod-
eled using a combination of three aspects: properties, operations, and events. Next, we
describe the five topics from WS-Manageability specification, which are:

Identification: provides the functional capability to uniquely identify the re-
source being managed. This static information may include properties that are not
required for unique identification, including descriptive and semantic informa-
tion.

State: provides the functional capability to manage the actual operational state of
a resource (i.e. up and down states in a lifecycle) [6]. The State topic defines
properties about the operational state, operations to influence a change in state
and cvents indicating when a state change has occurred.

Configuration: provides the functional capability to manage the collection of
properties whose values may influence the behavior of a resource. These proper-
ties may be changed by the resource or may be changed by the manager which
may cause behavior changes in the resource [6]. Operations to access and change
the configuration along with events indicating configuration changes are also part
of the configuration topic.

Metrics: provides the functional capability to manage metrics for a resource. The
metric functional capability includes reset operations for metrics, and metric col-
lection controls. Metrics are raw atomic, unambiguous, quantifiable information.
The value of the metric captures the information at a point in time. Generally,
these values are numeric, but may be strings as well. Metrics can be contrasted
with derived metrics that are calculated using a formula and metrics [6]. For ex-
ample, average response time during the last hour of execution is an example of a
derived metric.

Relationships: provides the capability to query associations that the resource
(c.g., endpoint) participates in with other resources. Relationships cover the asso-
ciations that may exist between a resource and other resources of the same or dis-
parate type. Relationships are important to management for problem isolation,
root cause analysis, and impact anaiysis where resources are related in some way.
Relationship types that are defined between resources can have common or very
specific semantics, requirements, and implications for management [6]. For this
reason it will be common to have topics that include opcrations that will create re-
lationships that are viewed through this topic.
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Within each of these topics are the details which make up the specification. These
details are divided for each topic into the following three "aspects".

* Properties: provide a way to advertise or surface state information about a re-

source (e.g., endpoint). They are expressed as named elements in an XML infoset
and may be either of a simple type or a complex type. Properties are manipulated
directly through operations defined as part of the management interface (c.g.
get/set operations) or by events that occur outside of the influence of the manager
(e.g. a configuration file being updated). Property change events may be emitted
when a property's value is changed. Which property changes cause events to be
emitted must be described. Emission of property change events may also be con-
trollable by a manager to permit pausing and resuming the emission of property
change events.

Operations: are methods to control the resource or to retrieve state information.
Operations may cause temporary or permanent changes in the Web service's be-
havior.

Events: describe the indications of changes with respect to the resource. An event
description is a set of information that describes the change. The information
structure of an event description is defined by a named complex type. Notifica-

tions are messages containing the event descriptions that are transported to an in-
terested party.

In the next section, we describe the architecture and its components of a prototype
that we developed, which covers the main concepts from WS-Manageability specifi-
cation such as identification, state, configuration, metrics, properties and operations.

3 Web Services Manageability Prototype

We have developed a prototype, which clearly illustrates the spirit and intent of the
WS-Manageability specification. The underlying technology used to the implementa-
tion is JIMX (Java Management eXtension). The JMX architecture consists of three
levels: instrumentation, agent, and distributed services. JMX provides interfaces and
services adequate to monitoring and management systems requirements [7]. This
functionality involves abstracting resources by using components called MBeans
(Managed Beans) and remote instrumented resources accessibility through JMX con-
nectors. An MBean is a Java object that represents a managcable resource, such as an
application, a service, a component, or a device [7].

The main component of our architecture is a JMX Bridge, which acts as a bridge
between the world of resources managed by JMX and web services. In our prototype,
the Web services interfaces to JMX are available. Rather than provide a JMX specific
web service interface, our prototype provides a web service interface to a manageable
resource. Under this approach, the resources can be implemented on different tech-
nologies because only is necessary to define a web service interface for a resource.
For doing this, we use MBeans to represent a resource being managed. The JMX
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Bridge is given information which identifies or describes the MBean instance which
represents a specific managed resource. The JMX bridge generates a WSDL docu-
ment describing the web service, a Java class which acts as the web service implemen-
tation, and an Axis deployment descriptor. The resulting Java class must then be com-
piled, made available to an application server and deployed to Axis as a web service.
The generated WSDL can be used to make dynamic calls, validate static calls, or
gencrate a client proxy class. Fig. 1 shows the general architecture of our prototype.
In Fig. 1, a generic management handler has been implemented and added to applica-
tion service's handler chains to gathers statistics.
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Fig. 1 General Architecture of prototype based on WS-Manageability.

The hand!cr invokes a management proxy which stores, or updates the statistics in
MBeans which are instantiated and managed by the JMX compliant MBean server.
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Fig. 2 shows a screenshot where the JMX compliant MBean server deploys the stored
resources as web services. Also, a management servlet was developed which provides
a view of management information collected. The MBean Server and its supporting
classes are instantiated by the application server's class loader, which allows this sin-

gle MBean Server instance to gather MBeans for all management instrumented web
services.
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Fig. 2 The JMX compliant MBean Server deploying registered web services.

The most significant of this work is a JMX-based management web service which
allows to store MBeans within a JMX MBean Server which can be accessed and ma-
nipulated from an AXIS-enabled remote console. Under this approach is possible to
monitor the status of JMX-enabled services and components through an AXIS
(SOAP) client interface. The MBean server tracks global information and statistics
about web services. For doing this, a web-based interface was developed, which dis-
plays this data based on a hostname and port pair specified in a simple form embedded
in a servlet. Collectively, this functionality represents the direction towards active
management of JMX-enabled data and application resources over a standard AXIS
(SOAP) interface. Furthermore, MBean tracks global information regarding the con-
figuration and use of the server for which information is being requested. This global
information can be tracked and retrieved by a remote console for the purpose of moni-
toring and remotely managing application servers and web services in an enterprise
environment. Fig. 3 shows a screenshot of the kind of information that JIMX compli-
ant MBean Server deploys. Among the kind of information collected in the JIMX
compliant MBean Server is included the following:
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e The brand and name of the application server being used
The version of the server being used

The hostname of the server

The HTTP port number currently in use by the server

Total number of managed SOAP services deployed

e  Total number of RPC calls to all managed services combined
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Fig. 3 The JMX compliant MBean Server deploying global information.

This illustrates an approach to managing web services by instrumenting AXIS
through the use of handlers to provide a JMX-based systems management interface. In
this case, AXIS handlers were developed and added to the handler chains of our vari-
ous web services to allow statistics about those services to be gathered. The JMX
MBean Server which tracks the service statistics is instantiated globally within the
application server's JVM allowing statistics to be tracked across all instrumented web
applications. Fig. 4 shows a screenshot of the kind of information that JMX compliant
MBean Server deploys when the web services are invoked. Under this approach no
code changes to the web services them-selves are required to enable this functionality.
The handlers simply need to be added to each web service's handler chain.

Finally, for each instrumented web service invoked, the following four statistics are
tracked:

e  Current state

e  Total number of successful invocations

e Number of failed invocations (request received the server but resulted in an ex-
ception)
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e Average response/transaction time for successful requests
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Fig. 4 Graphic interface where the MBean server deploys the current state, total number of
successful and failed invocations, and the average response/transaction time for each requests of
the stored web services.

4 Future Directions

Our prototype shows only the basics of what a JMX-based management system is
capable based on WS-Manageability of. However, many items are possible for future
development, including:

e Further implementation of the WS-Manageability specification

® Migrating from AXIS Handlers to Web Services Bus Filters.

* Provide facilities and instrumentation inside web services to expose and illustrate
their own management capabilities.

¢ Extend management capabilities in web services to include automatic and manual
operations (the ability to change the behavior, or state of a service), and events
and alerts (the ability to send notifications when some criteria is met allowing for
more proactive management of the service).

¢ Provide a mechanism to control which services are managed and how much in-
formation should be collected both as a install time and runtime configuration set-
ting.



178

G. Hernandez, J. Olmedo Aguirre

S Conclusions

In this work we have presented a prototype of the WS-Manageability specification.

We

presented the general architecture and described the functionality of each compo-

nent. Also, we presented the implementation of our prototype in a non-invasive man-
ner to existing web services, which is easy to apply across all deployed Web services
in a server JMX MBeans. Furthermore, we propose a JMX MBeans server as a
mechanism to store the statistics gathered when web services are invoked. Finally, we
have presented a manager interface, which can be easily extended as more topics and
aspects of the WS-Manageability specification.
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